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Abstract - We tested clues to automated detection of suspicious behavior of pedestrians in image sequences of 71,236 images in 106
sequences, developed at the U.S. Army Research Laboratory for testing surveillance systems.  We achieved a 66% success rate at identifying
suspicious behavior on infrared video and 64% on color video using just clues obtained from the overall body motion without attempting to
classify further what people were doing.  We used seven clues including the norm of the acceleration vector as measured at different
granularities, atypicality of location, speed, atypicality of the velocity vector with historical data, relative size of the object, length of the
track, and "contagion" from nearby suspicious tracks.  The acceleration norm averaged over different time scales significantly outperformed
the other clues on the dataset, and our conclusion is that it should be the primary focus of systems assessing suspicious behavior in video.
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1          Introduction
Detecting suspicious behavior in public spaces is essential in combating crime and terrorism.  Manual surveillance is very tedious, and
human operators are prone to both false alarms and missed detections [1].  Automated monitoring could reduce errors by alerting operators to
only a few highly suspicious circumstances [2].  Suspiciousness is not the same as anomalousness, a topic that has been studied more
thoroughly [3]; suspiciousness requires additional evidence of deceptiveness.  Recognizing suspicious behaviors is simpler than general
behavioral classification, and specialized techniques can work well.  This work tested seven suspiciousness factors of overall-body motions of
people moving through a public area.  Limiting ourselves to such motions invades privacy less than methods that analyze faces and gestures
[4], and such data can also be obtained from a variety of sensor types.  This research examines surveillance by a single camera to minimize
costs, although more work can be done with multiple cameras [5].  A focus on people and vehicles permits an emphasis on tracking in contrast
to research on background changes [6].
Earlier work of ours [7] used six features of observed paths to estimate suspiciousness of path segments.  These were calculated as
nonlinear functions of path parameters and combined in a weighted average using reasonable guesses as to the proper calculations. 
Experiments were conducted using a dataset of 39 image sequences taken on 14 different days in July through November of public areas in
different lighting and weather conditions.  Five of these sequences included deliberately suspicious behavior enacted by the experimenters,
while the other 34 sequences depicted normal or “control” behavior.  The average computed suspiciousness value for the paths in the 34
normal sequences was 0.51 with a standard deviation of 0.63, an average minimum of 0.00, and an average maximum of 1.78.  The average
suspiciousness of a path segment in the normal sequences was 0.92 with a standard deviation of 0.27.  In five sequences with deliberately
suspicious behavior, the suspiciousness metric was 1.16 for paths loitering behind bushes; 1.16 for meandering; 1.06 for inconsistency in
speed along a straight line; 1.12 for leaving a package on a bench and speeding away; and 1.19 for waiting and then following another person.
So suspicious activities did generate higher values of our suspiciousness metric.  However, this level of accuracy caused significant
numbers of both false alarms and false negatives that would seriously annoy typical human operators of such systems.  A reasonable question
is whether our approach can be refined by more systematic analysis of the problem to obtain higher levels of accuracy.  One problem was that
we had too little data, which limited the ability of our algorithms to make good predictions.  Image segmentation was also unreliable and
problematic, which incurred many later errors.  Also with so few experiments, we could not accurately assess the relative importance of the
suspiciousness factors to assign appropriate weights to them.  Despite interesting recent work on the methodology for doing analysis of
surveillance video and assigning probabilities of suspicious behavior [8, 9], little work has actually been done to assess the relative values of
the suspiciousness factors.  We designed the experiments reported here to address these challenges and answer some of the related questions.
 
 
2          Rating behavior for suspiciousness
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To find suspicious behavior, we look for signs of deception in atypicality, concealment, and goal switching, the features suggested by the
criminology literature.  Our previous work found atypicality of position and velocity useful.  But atypicality of the acceleration vector is more
important, because it relates to forces through a Newton's Law, and thus reflects volition of the movers.  In fact, any nonzero acceleration is
interesting and potentially suspicious, not just anomalous accelerations.  Sudden accelerations are key in detecting theft [10] and slow
accelerations occur in loitering (as changes in vector direction if not speed).  Accelerations can be estimated at different granularities based on
the time gap, hence we need to define a range of approximations.  For an N-point path of two-dimensional coordinates , we calculate
average acceleration norm a(T) for integer time granularity T as:
 
T is most meaningful on a logarithmic scale, so an average of a(1), a(2), a(4), a(8), etc., which are evenly spaced logarithmically, provides a
good metric of suspiciousness because this will catch both theft-like quick movements with a(1) and loitering with a(8) and a(16).
Apparent size is a factor in suspiciousness because crime is more likely when the perpetrators can conceal themselves [11].  In addition,
people and objects can be suspicious by association.  For example, when someone leaves a box beside a car, the box is suspicious by its being
novel (being not in the background) and having an atypical zero acceleration for a long time; this should make the person who left the box
suspicious too.  In general, for each pair of paths that are close, we calculate their contagiousness from one minus a sigmoid function of the
average of the minimum, mean and standard deviation of the distance between their points at the same time, and weight suspiciousness of the
adjacent path by this contagiousness:
Here p is a particular path, s(p) is the overall suspiciousness of a path, P is the number of paths, D is distance in feet, and g is a sigmoid
function of the form where  is a scaling constant:
The inclusion of the distance minimum will help find people leaving objects behind, the mean will help find people walking together, and the
standard deviation will help rule out people moving inconsistently.  We did not use any social factors of suspiciousness [12] since there was
not much social interaction in our data, but such factors could supplement ours in other public spaces.
Specifically for the experiments in this work, we defined path suspiciousness for both pedestrians and vehicles as a weighted average of
seven factors: (1) infrequency of visitation (the reciprocal of the probability of visit) of that location in the image; (2) atypicality of speed
(degree to which it was faster or slower than the average speed for all locations in the given field of view); (3) atypicality of the velocity
vector compared to historical data near its location; (4) the norm of the acceleration vector a(T) averaged over 0.2, 0.4, 0.8, 1.6, and 3.2 second
time intervals; (5) fraction of apparent concealment (1 minus the ratio of current size to the maximum size of the region along its path); (6)
shortness of the path defined as the reciprocal of the number of frames in which the path is seen; and (7) "contagion" through its association
with other suspicious paths.  The first four factors were adjusted by estimated distance from the camera, based on fitting to person width in
historical data.
The weights on the seven factors in our experiments were empirically set to 0.04, 0.24, 0.08, 0.24, 0.16, 0.04, and 0.20 respectively,
based on preliminary experiments on the control dataset.  To make weighting easier, following standard practice with artificial neural
networks, the sigmoid function g was used to convert the metrics into probabilities before taking the weighted average.  For our experiments,
the value of µ was 5 on the bin count for factor (1); 5, 10, or 0.2 times the average speed in the scene for factor (2) depending on whether it
was a fast person, fast vehicle, or something slow (inverse probability) respectively; 4 over the unweighted average of the values for the
different time scales for factor (3); 5 for factor (4); the average height of objects in the scene at that location in the control views for factor (5);
1 for factor (6); and 30 as shown for factor (7).
The weighted sum of the factors is the suspiciousness for each path segment.  Paths are displayed to the user with a degree of redness
indicating the degree of suspiciousness, superimposed on the background view of the surveillance area.  Figures 1 and 2 show examples of an
infrared-camera sequence and a color-camera sequence that both include some deliberately suspicious behavior.  Figure 1 includes an unusual
stop of a car, and Figure 2 includes loitering before
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Figure 1: Suspiciousness analysis of an infrared video sequence.
Figure 2: Suspiciousness analysis of a color visible-light video sequence.
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getting in cars and driving away.  As an example of the ground-truth descriptions, the one for Figure 1 reads: “A car pulls to the curb; another
van comes and stops next to it for a while, both vehicles leave afterward. Non-staged activities: 2 people and 1 car move in the foreground.”
 
3          Image processing
We used mostly standard methods to track people and vehicles [2], preferring region matching to particle filtering because there were
few moving regions.  We constructed a synthetic background image for each sequence from nine images spaced through the sequence, finding
the most typical color for each pixel over the nine.  (For real-time use, the background image would be constructed in advance.)  We
subtracted each image from the background image (with mean brightness of the new image matched to the mean brightness of the background
image) and segmented using a difference-magnitude threshold set by training runs to yield 95% of the pixels of people in the images.  We
merged regions in vertical alignment to connect pieces of people when they were wearing different colors of clothing.  We attempt to identify
head and shadow regions by shape; head regions should not be merged above and shadow regions should not be merged at all.
We rated candidate matches between regions in successive images using consistency of shape and position with estimated speed, and
then used iterative relaxation to arrive at the most consistent ratings over the whole sequence.  Probabilities of matches were approximated by
normalizing match probabilities both backward and forward.  That is, for each region of an image, we made the probabilities for possible
matches to the previous image sum to one, and then made the probabilities of possible matches to the next image sum to one as well, possibly
undoing a little the first step.  Regions can also appear and disappear near the image edges, and these possibilities are also considered with a
certain probability and rated.  Regions can also split and merge between images, such as when one person passes in front of another, but this
likelihood is weighted low.  After sufficient relaxation, we eliminate for each region all but the best remaining match choice forward and
backward, or conclude the region appeared or disappeared.  We use the matches to construct contiguous tracks and exclude matches for short
tracks.  We also infer short gaps in tracks, such as when a person passes behind a car, by computing track continuations in both directions.
Estimating typicality requires aggregating over all images with the same camera view to estimate visit frequency, object size, and
velocity vectors over the field of view.  Sequences showing the same view were found by comparing the 30 highest peaks of the Hough
transforms of the computed edges in the background images.  Similarity was measured using the angle, offset, and number of pixels for each
peak.  Based on this method, the 106 image sequences in our test dataset were categorized into 15 view groups.
 
4          Data collection
Our implementation was tested on a large dataset collected under the Force Protection Surveillance System Project at the U.S. Army
Research Laboratory.  It was comprised of image sequences taken from the roof of a building looking at a large parking lot.  People and
vehicles were the primary moving objects, but no faces or license plates can be recognized.  Images were taken roughly 0.1 seconds apart.
The Thermal Vision Sentry Personnel Observation Device manufactured by FLIR Systems was used, which consists of an infrared
uncooled microbolometer and a color visual camera, which are bore-sighted and integrated in a sealed enclosure.  The microbolometer has a
focal plane array resolution of 320 ! 240 pixels and a spectral response at the wavelengths of 7.5 to 13 microns.  To adequately capture the
staged activities, the wider field of view of 24° by 18° was used.  The color visual camera produces 460 television-style lines; the field of view
was adjusted to 24° so that the color and infrared images could be co-registered.  Video was simultaneously captured by both cameras and
stored in separate video recorders.
A first dataset of 41,521 images was collected for training purposes but lacked suspicious activities.  A second dataset of 71,236 images
was collected between November 2004 and January 2005 and showed a variety of suspicious activities and behaviors of interest to force-
protection and security-surveillance experts.  About 10% of the activity in these sequences was suspicious, and only three sequences did not
have any suspicious activity.  The 53 pairs of concurrent color-FLIR image sequences totaled 3.2 gigabytes in storage.  A global linear
transformation registered each image pair and scaled them to 640 ! 480 pixels.  The length of sequences varied from 140 to 990 frames, as
dictated by the duration of a given activity, with a 1000-frame output length limit of the recorder.
A ground-truthing graphical user interface was developed that plays selected image sequences and permits annotation of the objects via
mouse clicks.  Annotations could be “person”, “vehicle”, “animal”, “unknown”, or “other”.  All frames of both datasets were so ground-
truthed.  In addition, prose descriptions on the ground truth activities associated with all sequences in the second dataset were provided.
 
5          Experimental results and discussion
The first dataset was used for algorithm development and the second dataset was used for testing.  Performance was measured by
precision (fraction of correctly identified suspicious behavior in all the behavior identified as suspicious by the algorithm) and recall (fraction
of correctly identified suspicious behavior in all the suspicious behavior in the ground-truth descriptions).  A threshold (0.3 for most
experiments and 0.7 for experiments with just the acceleration factor) was chosen to keep precision and recall values close, to better estimate
of the F-score (their harmonic mean, a standard metric for classification tasks).  Assessment was done by manual inspection of summary
pictures like Figure 1 that show all the tracks for a sequence and those portions with suspiciousness above the threshold.  The prose ground-
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truth descriptions were sufficient for such assessment. 161,023 nontrivial path segments were identified in the images.  Table 1 shows the
averages separately for the 53 color sequences and 53 infrared sequences in matched pairs; separately for using all suspiciousness factors and
using just the acceleration norm; and separately for suspicious actions involving object placement or removal, loitering by people and cars,
and other suspicious behavior such as people running or appearing in unusual areas.
Table 1: Average precision, recall, and F-score in experiments.
 Color Sequences Infrared Sequences
 Precision Recall F-score Precision Recall F-score
All 
factors
Suspicious objects (11) .45 .70 .55 .71 .80 .75
Loitering (16) .69 .74 .71 .89 .79 .84
Other behaviors (26) .61 .67 .64 .68 .63 .63
Total .60 .69 .64 .61 .72 .66
Accel.
factor
Suspicious objects (11) .52 .83 .64 .47 .87 .61
Loitering (16) .67 .57 .62 .61 .62 .62
Other behaviors (26) .53 .50 .51 .67 .46 .55
Total .57 .61 .59 .59 .62 .60
 
6          Discussion and conclusions
These results show that our algorithm was a success at detecting suspicious behavior without requiring more general behavioral
classification.  Using it to guide security guards to manual inspection, only one third of the alerts would be false alarms and one third of the
true incidents would be missed.  It is a significant improvement over the typical human detection performance in a similar prolonged
surveillance period, where most of the incidents could be overlooked.  A good portion of the errors were due to remaining mistakes in
segmentation, such as separating a windshield from the body of a vehicle or losing a track during occlusion, for which more sophisticated
techniques like particle matching or fusion of multi-camera data could be helpful.  Experiments with other weightings of the factors confirmed
that changes in them did not improve performance.
Infrared imagery was more helpful than color imagery for the classic tasks of detecting suspicious objects and loitering, due in part to the
easier segmentation of people in infrared imagery during the winter.  The average of the acceleration norm at different time scales showed
much better than the other factors, with all but 9% of the overall performance attributable to it.  We conclude that the acceleration norm should
be the focus of future work, although its relative value could be less in another kind of public area.  Note that the acceleration norm is
primarily an indicator of decision-making (since it suggests force and volition), not of anomalousness.
These results are supported by experiments we have recently conducted with nonimaging sensors [13].  If detecting accelerations is the
key, inexpensive sensor types may suffice for tracking, such as infrared, vibration, audio, and pressure sensors.  Such sensors could detect
when people are present, and compare the signal strengths or times from at least three sensors to locate them and infer whether the people are
accelerating or decelerating.  This would permit extending coverage for detecting suspicious behavior to areas with occlusions due to walls
and vegetation and to poor lighting conditions.
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